AIIMUHUCTPAIIVA TOPOJIA MATHUTOTOPCKA
YEJIABVMHCKOU OBJIACTH

PACIIOPAXEHUE

04.03.2021 33-P

00 yrBepxnenun [lonmutrku nHoOpManoHHOH
0€30MacHOCTH B aIMUHHUCTPAIUU ropoja Marauroropcka

B coorBerctBHM ¢ (QemepansHbiMu 3akoHaMH «O6 uHbOpPMALUH,
HHQOPMAMOHHBIX TEXHOIOTUSAX U O 3ammrte uHbopMmauun», «O mepcoHATBHBIX
JaHHBIX», PYKOBOJICTBYSCEH Y CTABOM ropoza Marsuroropcka,

CUUTAIO HEOBXOJIUMBIM:

. YtBepmuts llonuruky uH(GOpMaLMOHHONW 6€30HaCHOCTH B aIMUHUCTPALIAN
ropoaa Marsuroropcka (IpHuI0XKeHHe ).

2. PykoBomurensM opraHoB agMUHHCTpAllMM TOpoJa O3HAKOMMTH
COTPYAHHUKOB C HACTOSIIUM PaCIIOPSKCHHACM.

3. Hacrosuiee pacriopspkeHue BCTYIIAET B CHITY CO JHS €ro ITOAIIACAHUS.

4. KOHTpOJIb UCIIOJNIHEHUSA HACTOAIIETO PACIIOPSIKEHUS OCTABIIAIO 32 COOOI.

I’ maBa ropojaa C.H. bepanukosn

Pa3ociiaHo: 3aMEeCTUTEISIM I'J1aBhI ropoga, opraHaM aIMHUHHUCTPpAIIUU 10poaad
alll



I punoxenne
K PacropsHKeHHIO afMHHUCTPAIIUH Iropoa

OT K L4» L5 204 7T.
No  Jop

INOJIUTUKA
HH®OPMAIIMOHHOU BE3OIIACHOCTH
HA OBBEKTE HHOOPMATU3ZAIIMU

AJMUHUCTPALIUU I'OPOJA MATHUTOI'OPCKA



1. O0mue MoJokKeHNs

[lonutuka  uH@OpManuoHHOM  Oe3omacHocTh  (mamee —  IlommTHKa)

aIMUHUCTpAIIUM ropoaa MarHuToropcka ompeaensieT LieJid U 3a3Jaud CHCTEMBEL

oOecnedyeHrsT MHPOPMAIIMOHHON O€30MMaCHOCTH M YCTAHABJIMBAET COBOKYITHOCTH
npaBuil, TpeOOBAaHUN M NPUHIMIOB B 00JIaCTH MHGOPMAIIMOHHON O€30IacHOCTH,

KOTOPBIMH DYKOBOJICTBYIOTCS COTPYAHUKHU aIMUHUCTpALIUSA ropoja
MaruuToropcka.
OCHOBHBIMH LieaAMU 110U TUKY ABIAIOTCA 31K Ta HH(MOPMALIMUA U 00eClICUeHUE

3 (peKTUBHOM padOThl BCeH HHMOPMALMOHHO-BBIYUCIUATSIBHON CHCTEMBl IIPH
OCYIIECTBICHHN ACITCIbHOCTH aIMUHUCTpALIUN ropoja Marsuroropcka (anee —
AJIMUHUCTpPALUS TOPoJIa).

OOmee pPYKOBOACTBO oOecriedeHHEM HHGMOPMAIMOHHONH O€e30IIacHOCTH B
AJIMHHHUCTpPALIMK ropoJia ocymecTsisier I maBa ropoaa. B opranax AgMuHHCTpaluu
ropoja, PpPYKOBOACTBO oOecmedeHueM  HMHGOOPMAUMOHHOW  0€30I1acHOCTH
OCYIIECTBIISIET PYKOBOJUTEIb JAHHOIO OpraHa.

KouTtposs 3a cobnoneHueM TpeOOBaHHN M0 MHOOPMALUMOHHON 0€30MaCHOCTH
HeCET COTPYAHUK aIMHHHCTpPALlMA TrOpoAad, Ha3HA4YEHHBIM OTBETCTBEHHBIM 3a
HHQOPMAaIMOHHYO 0€30MaCHOCT.

CoTpyaHuku AJMUHUCTpAllUM Tropoxa o00f3aHbl COOJONATh MOPSAOK
oOpaleHnsl ¢ KOH(PUICHIIMAIIbHEIMA JOKYMEHTAMU, KIIIOYEBHIMU HOCUTEISIMU U
npyroii 3amuinaemMori wuHGOpMaUHWENd, coOMomaTe TpeOOBaHMA HACTOALLEH
[TOMUTHKH M MHBIX JOKYMEHTOB, PETJIAMEHTHPYIOLIUX AEATEJIBHOCTh B 00J1aCTH
MH(GOPMAIIMOHHON 0€30IIaCHOCTH.

2. O0sacTh NpUMEHEHHUA

Hacrosmas IlommTHKa pacmpoCcTpaHseTcs Ha BCE OpraHsl AJIMHHUCTPALH
ropofa ¥ ob0sg3aTeNbHa K UCIIOJHEHUIO BceMu ee coTpyHUKaMmu. IIpu paspaborke
JIOKYMEHTOB HEOOXOAUMO PYKOBOJCTBOBATHECA HacToALeH 1 1omuTHKOH.

JletictBue [1oIUTUKHN HE paCIPOCTPAHAECTCS HA OTHOWIEHUS, BO3HUKAIOUINE IIPU
o0paboTke WMHQpOpPMAallMM OrPaHUYEHHOIO JOCTyIa, COAep)Kalllel CBeaeHus,
COCTABJIAIOINE TOCYJApCTBEHHYIO TauHy. Janra WHQOpMalUH, ConepKallcH
CBEIEHUS, COCTAaBJIAIOIME TOCYHAPCTBEHHYIO TaWHy, OCYIUECTBISETCI B
COOTBETCTBHH C 3aKOHOJaTenbCTBOM Poccuiickoin denepanii 0 roCyIapCTBEHHOM
TanHE.

3. TepMHuHBI H onipe/ie/ieHUS
B Hacrosmient I IomuTruke UCIIONB3YIOTCA CIEAYIOIUE TEPMUHBI:
ABTOMATH3HPOBAHHAN CHCTEMa - CHUCTEMA, COCTOSINAsl W3 IepcoHala U

KOMIUIEKCA CpEICTB aBTOMATH3allMd €ro  JAEATEIBHOCTH, pealu3yrolas
MHGOPMALIMOHHYIO TEXHOJIOTHIO BBIIIOJIHEHHs YCTAaHOBICHHBIX (QYHKITUH.



Ayaur HHGOPMALHOHHON 0e30macHOCTH AJIMHHHUCTPALIHH TOpoaa -
IMPOIECC IIPOBEPKU BEIMIOJIHEHUS YCTAHOBJICHHBIX TPEOOBaHHN MO 00eCIIedYeHHIO
WHPOPMALIMOHHOW  Oe30macHOCTH. MoxeT nOpoBOAUTHECA KaK  OpraHaMu

aIMAHUCTPALIMU ropojia (BHYTPCHHUM ayIUT), TaK ¥ C IPUBJICYCHUEM HE3aBUCUMBIX
BHCINHUX OpTraHu3alui (BHCIIHUH ayIUT).

HNHpopmManuoOHHAsT TEXHOJIOTHH - COBOKYNHOCTb IIpaBUJl, NMPUEMOB U
METOJIOB IIPUMEHEHMS CPEICTB BBIYUCIUTEIBHON TEXHUMKH [JISI BBIIOJHECHUS
QyHKIIMI XpaHeHU, 00padOTKH, Iepeaau U UCIOIb30BaHUS IIPOU3BOICTBEHHOM,

GHMHAaHCOBOM, AQHAJIMTHYECKOM WJIM HMHOM HH(POpMalMH, CBA3aHHOM C
QYHKIIMOHHUPOBaHHEM A IMHUHUCTPALMU.

HNudopMalnoHHbIH TEXHOJIOTHYEeCKHH npouece - 4acTh
NPOM3BOACTBEHHOI0 TEXHOJIOTMYECKOTO HpoIecca, CoAep)Xallupd onepaluuyd Hal
nHDOpMaIueii, HeOOXOIUMBIH I QYHKIMOHUPOBAHUS AJIMUHUCTPAIIUH.

NHudopManuoHHas 0e30NaCHOCTh AJMHHHCTPAUM TOPOAA - COCTOSHUE
3aIUIIEHHOCTH MH(MOPMAIMOHHBIX aKTUBOB AQMUHHUCTPALMK ropoja B yCIOBUIX
yrpo3 B HHOOpPMaILMOHHON cdepe. 3alUIleHHOCTh JOCTUTraeTcsl 00ecCleUeHUEM
COBOKYITHOCTH CBOMCTB MH(M)OPMALIMOHHON 0€30MaCHOCTHA KOH(PHUICHIIMAIILHOCTHIO,

[E€JIOCTHOCTBIO, JIOCTYIMHOCTBIO HMH(MOPMAIMOHHBIX aKTHBOB U HH(PACTPYKTYPHI
AJIMUHHCTpaLX Topo/ia.

NudopManuoHHbIEe AKTHBbI AJIMHHHUCTPAUMH TOpoAa — AaKTHUBBI
AJIMHHHCTpAIMU ropoaa, UMEIOIME OTHOLIEHUE K ero UH(OPMAIlMOHHOU chepe U
MPEACTABIIAIOIIHNE ICHHOCTD JIs1 HEE C TOYKU 3PESHUS JOCTHXXECHUS YCTAaBHBIX IIEIIEH.

NuopnaeHT HHGOpMAanMOHHOH  0€30IIACHOCTH -  JIEUCTBUTEIBHOE,
NpearpuHUMaeMoe WM BEPOSTHOE HapyIIeHUEe UH(MOPMALMOHHON O€30I1acHOCTH,

IPUBOJSIIEE K HAPYIICHUIO JOCTYITHOCTH, KOHPUACHIUAIBHOCTH U LIEJIOCTHOCTH
MHGOPMAIIMOHHBIX aKTUBOB AJMUHUCTPALIMU TOPOLA.

NUudopManMoOHHAS CHCTEMa IEPCOHAJBHBIX AAHHBLIX - COBOKYIIHOCTH
coJepKalxcs B 0a3ax JaHHBIX IEPCOHAIBHBIX JaHHBIX UM 00ECIEeYUBaIOMIUX UX
00paboTKy MH(MOPMALIMOHHBIX TEXHOJIOTMA M TEXHUYECKHUX CPEACTB B
COOTBETCTBHUH C 3aKOHOATEIILCTBOM.

KondnaenuuajabHocTh HH(pOpMALMH - 00s3aTEIbHOE IS BBIITOJIHEHUS
JIMLIOM, IIOJIYYMBIIMM JOCTYII K OIpeNeleHHOM HH(popMaluH, TpeOOBaHHE He
[epefaBarh TaKylo HHGOPMAIIHI0 TPEThUM JHIaM Oe3 coryiacus ee oOliamarens,
eCJIH UHOE He IIPESAYCMOTPEHO 3aKOHOAATEIECTBOM.

MoOHHTOPHMHT HH(POPMALHOHHOU 0€30NaCHOCTH AAMHUHHCTPAIIHH ropoaa
. [OCTOSHHOe HaOmomeHHe 34 OOBEeKTaMH, BIHAIOIHMH Ha O00eCleUYcHHUE
MHGOPMAIMOHHONH 0e30macHOCTH AIMUMHUCTpPALlUM ropoja, cOop, aHammM3 H



0000IICHHE pe3yNnbTaroB HAONIONEHHWS O] 3ajaHHble e, OObeKTOM
MOHHTOPHHIA B 3aBUCMOCTH OT LIEJIEH MOXET ObITh aBTOMATU3HUPOBAHHAS CUCTEMA

WK €€ 4acCTh, HHOOPMAI[HOHHBIE TEXHOIOTHYECKUE IIPOLIECCH, HHPOPMAITHOHHbIE
YCJIYTH U IIpoyee.

HecaHKIHOHHPOBAHHBIN JOCTYI K HH(OPMAIIHH - TOCTYII K HHOOPMALIUHY,
HapylIalomuK IIpaBHiia pasrpaHAYEHUs NOCTyNa C HCIOJIB30BAHUEM IITATHBIX

CPeACTB, MPEAOCTABIACMBIX CpPEeACTBAMH BBIUYHUCIUTEIBHOU TEXHUKA HJIM
ABTOMATU3UPOBAaHHBIMU cHcTeMaMU. lloa mTaTHEIMM CpeacTBaMU IMOHHMAETCA

COBOKYITHOCTb  IPOrPaMMHOIO,  MHUKPOIPOrpaMMHOIO U  TEXHUYECKOTO

00eCleUeH sl CPEACTB BBIYUCIUTENBHOW TEXHHKH WM aBTOMaTHU3UPOBAHHBIX
CHCTEM.

HoaunTuka MHPOPMAIHOHHON 0€30NACHOCTH AAMMHHCTPANMH IrOpoaa -
KOMIUIEKC B3aMMOYBS3aHHBIX PYKOBOALIYX MPUHIMIIOB M pa3padOTaHHBIX Ha HX
OCHOBE IIPaBUJI, IIPOLEAYP U NPAKTUIECKUX IIPUEMOB, HPUHITHIX AIMUHHUCTpaIIAEH
ropoja sl ooecnedeHuss HHGPOPMAIUOHHOM 0€30ITaCHOCTH.

Puck - Mepa, yYuThiBarOas BEPOATHOCTh peai3alldi YIrpo3bl U BEIUYHHY
noTeps (yuepoda) oT peaanusaluid 3TON yrpO3bl.

Poab - 3apaHee ompeneneHHas COBOKYIIHOCTh IPAaBUII, YCTaHABIMBAIONIAX
NOIIYCTUMOE B3aUMOJEHCTBUE MEXNY CYOBEKTOM M 00BeKTOM AJIMHUHHCTPAIIAH

ropoga. K cyOpekTaM OTHOCATCA COTPYAHHUKM AIMHUHHCTpAlIMM Topoja U
nocerureid. OOBEKTaAMM SBISIOTCS alapaTHble W NOporpaMMHBIE CpPeICTBa,

MH(DOPMALMOHHEIE  PECYpPChl, YCIYTM M MPOLECCHI,  COCTABJISIOLIUE
ABTOMAaTU3UPOBAHHYIO CUCTEMY.

PexkxuM KOHPUASHIHAJIBLHOCTH HHPOPMANHMH — OPraHU3aALUOHHO-
TEXHHYECKHE MEPOIIPHUITHS M0 00ECIEYCHHIO KOHDUIEHIIMAIBHOCTH HHPOpMaILUH
(3a1uTe HH(MOPMAIIMH ), BKIIIOYAIOIIIUE B CeOsl:

- onpejeliCHUE IMepeuHs WH(pOpMalluy, COCTaBIAIOIIEN KOHPHUAESHIIHAIBHYO
MH()OPMALUIO;

- OrpaHUYECHHE JOCTyHa K KOHMOUACHUHAIBHOM HWHQOpPMAIMH IIYTEM
YCTAHOBJICHUS IIOpsaKa oOOpaleHus ¢ 3ToM uHpOpMamuerd W KOHTPOJS 3a
COOJIIOJICHUEM TaKOTI'0 MOPSIKa;

- y4eT I, MOJIyYMBHIMX JOCTYIl K KOH(OUACHUMAIBHOU HH(OpPMALNH,
A(MITH) U1, KOTOPBIM Takas uHQopmManus OblIa MPEAOCTABIIEHA WIN IEPEIaHa;

- peryJMpoBaHHE OTHOIIEHHUHM [0 MCIOJB30BAHUIO KOH(QUIECHIIMAILHOU
nHGopMaIuy pabOTHHUKaMU Ha OCHOBAHUHU TPYIOBEIX TOTOBOPOB, KOHTpareHTaMH
Ha OCHOBaHHH I'PaXXKIaHCKO-TIPABOBBIX JOTOBOPOB U COIVIAIIEHUH, paOOTHUKAaMH CO
CPOYHBIMH TPYJOBBIMH JOrOBOpaM U NPOXOAALIMX B AIMHUHUCTpaLUU Topoa
MPAKTUKY (CTAXUPOBKY).

Yrpo3a - onacHOCTb, NPEANOJAraoias BO3MOKHOCTH NOTeph (ymepoa).



Yunpapjende HHPOPMAHMOHHOH 0e30MaCHOCTBIO AJXMHMHHCTPALUH
ropoaa - COBOKYIMHOCTS II€JICHAIIPaBJICHHBIX JEUCTBUM, OCYIIECTBIICMBIX B paMKaXx
HacTosAleHd 1 JoMTHKY B yCI10BUsAX yIpo3 B MHPOPMAIMOHHOM cepe, BKII0YAroast
B c€0s OLICHKY COCTOSAHHA 00bEKTa YIIpaBieHHs (HapuMep, OLIEHKY U YIIPaBICHHUE

pUcKaMu ), BBIOOp YIIPABISIFOIIMX BO3JAECHCTBUM U MX peanu3anuio (IIJIaHUPOBAHUE,
BHEAPEHNE U O0CTYyKMBaHUE 3aIIUTHBIX MEP - 3alIATa HHGOPMALIHN ).

YA3BUMOCTD - HEJ{OCTATKU WIU Cl1adble MeCTa HUHMPOPMAIIMOHHEIX aKTHBOB,
KOTOpPBIE MOIYT IIPUBECTA K HApPyUEHHUIO HHMOPMAIIMOHHON O€30IacHOCTH
AZIMUHUCTpALMU TopoJia IpU peanr3alyu yrpo3 B HHGOPMallMOHHOH’ chepe.

JJIEKTPOHHAA MOANHCH - UHQOpPMALUA B 3JIEKTPOHHOH (hopme, KOoTopas
[IPUCOCAVHEHA K APYrod MH@OpManuu B JJIEKTPOHHON (Gopme (IMOANHCHIBAEMOH
WH(pOpMAIIMY) WM MHBIM 00pa3oM CBs3aHa C TaKoM HHMOpManydeid U KoTopasd
MCIIOJB3YETCS OIS ONpeAeJICHHS JULla, TOAIHCHIBAIOIEr0 HHMPOPMAIIHIO.

4. IlepedyeHb HOPMATHBHBIX IPaBOBbIX AKTOB Poccuiickou Degepanun,
HOPMATHBHBIX 1 METOAUYECCKHUX JOKYMEHTOB, 2 TAKKE HALHOHAJIbHBIX
CTAHJAAPTOB, AEHCTBYIOMX B 00J1acTH 00ecnneueHuss HHGpOPMaIIHOHHOM

0€30MaCHOCTH, KOTOPBIMH CJIEYET PYKOBOACTBOBATHLCS MPH
pazpadoTke IloauTukn odecneyeHuss HHPOPMANMOHHOU 0E€30TIACHOCTH

DenepanbHbli 3ak0H «O0 HH@OpMaLMH, HHOPOPMALIMOHHBIX TEXHOJIOTHUAX H O
3alIUTEe UH(MOPMALIAI;

DenepanbHbIi 3aKOH «O MEPCOHAIIBHBIX JaHHBIXY;

[Toctanosnenue llpaBurenscrBa Poccurickoit ®epepamuu or 01.11.2012 No
1119 «O6 yrBepxaeHun TpeOoBaHUs K 3alUTE NEPCOHAIBHBIX JAHHBIX IIPU HX
00paboTKe B HH(POPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JTaHHBIX?;

[Ioctanosienue IlpasutenscTBa Poccuiickon Menpepanuu ot 15.09.2008 Ne 687
«O06 yrBepxknaeHun llosoxxeHuss 00 OCOOEHHOCTAX OOpPaOOTKU MEPCOHAIBHBIX
TaHHBIX, OCYIIECTBIISIEMOM 0€3 UCII0JIb30BaHUs CPEACTB aBTOMATU3ALIAMNY;

IToctanosnenue IlpaBurensctBa Poccuiickont @enepanuu ot 21.03.2012 No 211
«O0 yTBepXXIEHHH IIEpeUHS MeEp, HAPaBJICHHBLIX Ha OOECIICUCHUE BBITIOJIHCHUS
00s13aHHOCTEN, NpPeAyCMOTPEeHHBIX DenepalbHbIM 3aKOHOM «(O MEepCOHAIBbHBIX
NAHHBIX» M TIPUHATBIMU B COOTBETCTBUM C HHMM HOPMATHUBHBIMHU IIPABOBBIMU
aKTaMH, OIlepaTopaMH, SBJISIOMIMMUCS FOCYIapCTBEHHBIMUA WM MYHUIANIAIbHBIMU
OpraHaMu»,;

[TocranoBnenne IlpaBurensctBa Poccuiickoit @eneparmu ot 06.07.2015 Ne 676
«O TpebOOBaHMUAX K HOPAIKY CO3JaHWA, Pa3BUTHUA, BBOJA B IKCILIyaTallHIo,
9KCIUTyaTalldd M BBIBOJA M3 SKCIUIyaTaliy FOCYAapCTBEHHBIX HH(OPMAIHOHHEIX
CUCTEM M JajbHEHIIero XpaHeHHs cojepkamiedcs B UX 0a3axX [JaHHBIX
HH(pOpMaLIUN;



YKka3 llpesugenra Poccunickont ®epepamum ot 05.12.2016 Ne 646 «OG6

yTBEpXIeHUH JIOKTpMHBI HUH(POpManMOHHOM  OeszomacHocTd  Poccuiickoii
Oenepayny;

Yka3 llpesugenta Poccuiickoii @emepanum ot 06.03.1997 Ne 188 «OO0
YTBEPXIECHUHU NIEPEYHSA CBEACHUN KOHDUICHLIMAIBHOTO XapaKTepay;

Yka3 Ilpesnnenrta Poccuiickor ®@enepamum ot 17.03.2008 Ne 351 «O mepax 1o
obecrnieueHur0 uHPOpMaAUMOHHON Oe3omacHocTu Poccuiickoit Menepanuu npu
WCII0JIb30BaHUHU MH(pOPMaALIOHHO-TEICKOMMYHHUKAITMOHHBIX ceTe
MEXIYHApOJHOI0 HHPOPMALIMOHHOTO OOMEHa;

Yka3 IIpesnnenrta Poccuiickoit enepauun ot 03.04.1995 No 334 «O mepax mno
COOIOICHNIO 3aKOHHOCTH B 001acTy pa3pa®oTKH, NPOH3BOJICTBA, pcalu3alldd H

YKCILTyaTaLliM MH(POBAIBHEIX CPEACTB, a TAKXKE IMTPEA0CTaBISHUS YCIYT B 001aCTH
IIH(DPOBAHUS UH(DOPMALIUNAY;

IIpuka3z GCTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepxaeann TpeOoBaHUH O
3alUuTe HHPOPMAIIMH, HE COCTABISIOLIEN TOCY JapPCTBEHHYIO TAlHY, COJlepKanecs
B F'OCYJIaPCTBEHHBIX HH(DOPMAIMOHHBIX CUCTEMAX);

[Tpukaz ®CTOK Poccun ot 18.02.2013 No 21 «OO6 yTBEepKAECHUU COCTaBa M
COJlepKaHUsI OPraHU3alMOHHBIX K TEXHUUYECKUX Mep TII0 O00EeCHeYeHUIo
0€30MaCHOCTH MNEPCOHAIBHBIX JAHHBIX MpH MX 00paboTke B MHPOPMALlMOHHBIX
CUCTEMax IEPCOHAIBHBIX JaHHBIXY;

[Tpukaz ®Cb Poccuu ot 10.07.2014 Ne 378 «O06 yrBepxaeHun (CocTtaBa M
collep)KaHHe OpPraHM3allMOHHBIX M TEXHHYECKHUX MEp II0 OOECIEUYCHUIO
0€30ITaCHOCTH NEPCOHAIBHBIX IAaHHBIX MPHU UX 00paboTKe B HHEMPOPMALMOHHBIX
CHUCTEMAX IIEPCOHANBHEIX JaHHBIX C UCIIOJIB30BAHUEM CPEJCTB KPUIITOrpahUIECKOM
3alllUTEl  MHpOpMalMK, HEOOXOAUMBIX IJjisi BBIIOJIHEHUS YCTAHOBJIEHHBIX
[TpaButenscTBOM Poccuiickoit @enepanuu TpeOOBaHUM K 3alUTE IEPCOHATBHBIX
NAHHBIX JJI8 KaXKA0r0 U3 YPOBHEH 3ALIUIIICHHOCTHAY;

[Tpuka3z ®Cb Poccun ot 09.02.2005 Ne 66 «O06 yrBepxaeHuu IlonoxeHus o
pa3paboTKe, MPOU3BOJACTBE, pealv3alMd U OKCIUIyaTalud IIH(PPOBAIBHBIX
(kpunrorpabH4IECKUX ) CPEACTB 3aIUTHI HH(POPMALIUK;

[Tpuka3z OAIICHU ot 13.06.2001 Ne 152 «OO0 yrBepxkpennu HMHCTpykius ob
OpraHM3aly U 00eCIeUeHUHN 0€30MacHOCTH XpaHeHus, 00OpabOTKH U nepenadu 1o
KaHajlaM CBSI3H C MHCIIOJB30BaHMEM CpPEJCTB KpPUIITOrpaUIeCKOr 3allUThI
HHGOpPMAlMH C OIPaHMYCHHBIM JOCTYIIOM, HE COJEp)Kalledl CBEIEeHUH,
COCTABIISIIONIUX I'OCYAAPCTBEHHYIO TAaUHY»,

Metonuueckuit mokymenT ®CTOK Poccum ot 11.02.2014 «Mepsl 3aU1UTHL
WHGOPMALMHY B TOCYIapCTBEHHBIX HH(POPMAIMOHHBIX CUCTEMAX»;

Hanuonaneusiii cragnapt PO I'OCT P 50922-2006 «3amura uHpOpMaUuu.
OcHOBHBIE TEpMHHBI H OIpeAesieHus», yTtBepxkiaeH llpuxaszom PenepanpHOro
AreHTCTBA [10 TEXHUYECKOMY PETYJIMPOBAHUIO U MeTpoJioruu oT 27 mexadps 2006 .
N 373-CT;

MexrocynaperBennsiii  craggapr ['OCT  34.602-89 "HMudopManuoHHas
Texnojiorusd. KoMimiekc CTaHAapTOB Ha aBTOMAaTU3HUPOBAHHBIE CHCTEMBI.
TexHudeckoe 3aJaHue Ha CO3JaHue aBTOMAaTH3UPOBAHHON CUCTEMBI', YTBEPKIECH H



BBeZleH B neuctBue llocranosnenuem I ocypapcrBenHoro xkomureta CCCP 1o
ctangapram ot 24.03.89 N 661;

Haumonaneusit ctangapr PO I'OCT P 51583-2014 «3amura mabDOpMann.
IlopsioK co3gaHusi aBTOMATU3UPOBAHHBIX CUCTEM B 3alIUIICHHOM HCITOJHEHHN,
YTBEPXJEH U BBeJAeH B JecicTBUe llpukazom dDenepallbHOr0 areHTCTBa IIO
TEXHUYECKOMY PETYIUPOBAHUIO U MeTpoJioruu ot 28 suBaps 2014 r. N 3-cr;

Hamuonaneueid crangapt PO ['OCT P 51624-2000 «3amura mHbOpMamuu.
ABTOMaTU3UPOBAHHBICE CHCTEMbl B 3al[UIIeHHOM HcrnojHeHuu. OOmme

TpeOOBaHUA», YTBEPKACH U BBeJICH B AercTBUe IlocranoBiaenneM I'occranmapra
Poccun ot 30.06.2000 Ne 175-cT.;

Hammonanesblii crangapt PO I'OCT P UCO/MBK 27002-2012 «Poccuiickoi
DOepepanyn. MadopMalimonHas TEXHOJIOrusa. MeToabl U CpeAcTBa 00eCIeUYeHHUs
OezomacHocTy. CBoA4 HOpPM M IIpaBWJI MCEHEKMEHTA HH(MDOPMALMOHHOM
0€30MMacHOCTH», YTBEPXKAECH M BBEAEH B HAeucTtBUe llpukazom dPenepalibHOro
areHTCTBA 10 TCXHMUYCCKOMY PEryJIMPOBaHUIO U METPOJOTHH OT 24 ceHTAOps 2012
r. N 423-ct;

Hamuonanenbeiit  craggaptr PO T'OCT P ISO/MDBDK  27001-2006
«udopManmoHHas TeXHojaorus. MeTonbl ¥ cpelicTBa o0ecriedeHUs 0€30MacHOCTH.
CucrteMsl MEHEM)XKMEHTa MHMPOPMAIIMOHHOM O€e30macHOCTH. TpeboBaHUNY,
yTBep)KIeH M BBeAeH B pAeiicTtBue llpukasom DenepaibHOrO areHTCTBA 110
TEXHUYECKOMY PETYJIUPOBAHUIO U MEeTPOJIoTUH OoT 27 nexadps 2006 r. N 375-cr.

5. OcHOBHBIE NPHHIUIILI O0ecneyeHuss HHPOPMAUOHHON 0€30MMACHOCTH
(najiee - Ub):

OcHOBHBEIMH IIpUHLIMIAaMU odecrieuenus b saBistorc:

1) IIocTOsSIHHBIM YW BCECTOPOHHHH aHAJIM3 ABTOMATU3UPOBAHHEIX CHUCTEM H
WHOOPMAIIMOHHBIX  TEXHOJIOTMM  C  LEJBI0  BBUIBICHUA  yA3BUMOCTEH
NH(POPMALIMOHHBIX aKTUBOB AIIMUHUCTpPALIUA TOPOAA.

2) CBoeBpeMeHHOE OOHapyXeHHEe Mpo0jeM, IOTECHIUAIbHO CIIOCOOHBIX
noBiausaTh, Ha b AngMuHHCTpalnuy ropojia, KOppeEKTUPOBKA MOJIEIEH yIpo3.

3) Pa3pabGoTka © BHEApPEHHE 3allUTHLEIX Mep, aJEeKBaTHBIX XapakKTepy
BEISBJICHHBIX YIPO3, C YUETOM 3aTpaT Ha UX peanu3alUio U COBMECTUMOCTH ITHUX
MEp C JEHCTBYIOIIMM TEXHOJOTHYECKUM mponeccoM. llpm sTOM MepHl,
nmpuHUMaeMble 1y odOecrieueHuss Vb, He HOIDKHBEI YCIIOXHATE AEATEIIBHOCTE
AIMUAHUCTPAIAA TOpOJIa, a TaKXe IOBBIMATh TPYIOEMKOCTbh TEXHOJIOTHYECKHUX
IpOLIECCOB 00PabOTKH MHGOPMaLMU U CO31aBaTh JOIIOIHUTEIBHBIE CI0XKHOCTH.

4) KoHTpoJb 3¢ ()eKTUBHOCTH IPUHIMAEMBIX 3alIATHBIX MEP.

5) Ilepconndukamus W aneKBaTHOE paslelieHue pojied U OTBETCTBCHHOCTH
MEXAY COTPYAHHKAMW AJMHHUCTpalUMH TIopoja, MHCXOJd U3 HpHHUMUIA
[IEpCOHAIBHON M €IMHOIMYHOM OTBETICTBEHHOCTH 32 COBEPIIIAEMBIC OITEepaIH.

6) KOHTPOJb 3a COOJNIIONEHUEM COTPYIHHKAaMH YCTAHOBJICHHBIX IIPaBUII
oOpallieHus: ¢ HHPOPMAaLUEN.

7) OpraHuzanys MEPOTIPUATUI U KOOpAMHAIMA paboT BCeX MOJIpa3ieeHNuH 1o
KOMIUJIEKCHOM 3alIiTe HHPOPMAIHH,



8) Opranusanus Mo ykazaHHiO PYKOBOJCTBa CIYKEOHOIO paccieOoBaHHUs IIO
(hakTam HapylLIeHUs MpaBuJI 0OpalleHus ¢ MHbOpMaLHeil 1 000PYI0BAHUEM.

9) IlpunsAtue ™Mep IpH MNONBITKAX HECAHKUMOHMPOBAHHOIO JOCTYIA K
UH(QOPMALIMOHHBIM pecypcaM M KOMIIOHEHTaM CHCTEMBI HJIH NpPH HapyIIEHUSX
paBUJl PYHKIIMOHUPOBAHUS CUCTEMBI 3aILUTHI.

6. llean u 3agaun Ub

OCHOBHOM LCJBI0 SBJSICTCA 3al(UTa HHGOPMALMH, COJAepKallelcs B
MHQOPMAIIMOHHBIX  CHUCTEeMax  aIMHHUCTpallMd  TIopoja OT  Haubolee
PaCIpPOCTPAHEHHBIX yrpo3 HH(pOpMaIMOHHOM  0€30MacHOCTH, BBI3BAHHBIX

Hed((EKTUBHOCTRIO  MOpPOLEAYP  KOHTPOJIs,  TEXHOJIOTMUYECKHMX  COOE€B,
HECAaHKIIMOHUPOBAHHLIX JENUCTBUM COTPYJAHMKOB MM HHBIX (POPM HE3aKOHHOI'O

BMeIIaTeIbCTBA B HHPOPMaIHOHHBIE PECYPChl H HH()OPMALIMOHHBIE CUCTEMEI.

Yka3zanHas Iejb JOCTHTAeTCsA IIOCPEACTBOM OOecnedeHUsS M ITOCTOSHHOTIO
oAZep KaHusd KOHQHUIEHIIMAILHOCTH, ISJIOCTHOCTH U JOCTYITHOCTH HH(pOpMAITHH.

JInsg JOCTHMKEHUS Ieid 3alThl uHPopMauuu - cucreMa olecrieueHus
MHGOPMAIMOHHOM O0€30MacHOCTH AOJDKHA obecrieyrBaTh 3(POEKTUBHOE PELICHUE
CICAYIOINUX 3a7a4, TAKUX KaK:

1) oleHKa COCTOSIHUS MHQOPMAIMOHHOW 0€30MacCHOCTH, IMPOTHO3UPOBAHUE U
oOHapy>xeHHe yrpo3 0e30IIaCHOCTH HUHMOpMAaLUH, OIPEACICHUE MPHOPUTECTHBIX
HanpaBJIeHUM UX MPeJOTBpallleHUs U JTUKBUOALMNHY TOCIEICTBUM UX MPOSIBICHUS;

2) yKkpenjieHHe BEPTHUKAIU YIPABIEHUS W IEHTpalMU3alusl CUll o0ecrieyeHus
MH(OPMAIIMOHHON 0€30aCHOCTH B AMUHUCTPALIMHA rOpoaa;

3) COBepIIEHCTBOBAHHEC HWHQPOPMAIMOHHO-aHAJIMTHAUYECKUX U  HAYyYHO-
TEXHUUYECKUX ACIIEKTOB G YHKIIMOHAPOBAHUS CUCTEMBI oOecrieueHU s
MH(pOPMALIMOHHON 0€30MaCHOCTH;

4) obecnieueHue coOmoAeHUs TpeOOBaHUN 3aKOHOJATENbCTBA POCCHUUCKOH
depepanyu B 00J1acTH HHHOPMAITMOHHOK 0€30MaCHOCTH;

5) opranuzainus u KoopauHauus I['maBoil ropoma paboT Mo 0OECHEYEeHUIO
MH(OOPMAILIMOHHON 0€3011aCHOCTH,

6) BO3JI0)KEHHE OTBETCTBEHHOCTH 3a obecrieyeHue 0€30M1acCHOCTHA MH(OpMaLUH
B HHPOPMAIIMOHHBIX CHCTEMaxX Ha KaXAO0T0 COTPYAHUKA afIMHUHHUCTPALIMH IrOpoaa U
palOHHEIX aIMUHUCTPALIMUA IrOpo/ia B IIpeaeiax ero rNoJHOMOYNH;

7) obecrieyeHre HEMIPEePHIBHOTO (PYHKIIMOHUPOBAHUS MH(POPMALIMOHHBIX CUCTEM
¥ CUCTEMBI 00ecredyeHus HHPOpMALIMOHHON 0€30I1aCHOCTH;

8) obecneuenne SPpdeKTUBHOM pabOTBl MEXaHU3MOB  OIEPATUBHOIO
pearupoBaHys Ha KOMOBIOTEPHBIC MHIMACHTH HHPOPMALIMOHHON 0€30I1aCHOCTH,

9) BeJeHHE MOHUTOPHMHIA COCTOSIHUS 3alIMIIEHHOCTH HH(OpMAllMM IIpH €€
00paboTke B MHPOPMALIMOHHBIX CHCTEMAX;

10) 3ammTa OT BMEINATENbCTBA B IpPoLECC  (QYHKIIHMOHHPOBAHHS
MH(GOPMALIMOHHON CHCTEMBI IMOCTOPOHHHX JIMI (JOCTYIl K HH(MpOPMAIMOHHBIM
pecypcaM JOJDKHBI IMETh TOJBKO 3apEeTUCTPUPOBAHHBIE B YCTAHOBICHHOM IOPSJIKE
I10JIL30BATEIIH );



11) pasrpanuyeHue TOCTYyIIA ITOJI30BaTEIE K MHPOPMaLMOHHEIM, allllapaTHBIM,

MPOTPAaMMHEIM U UHBIM pecypcaM (BO3MOXKHOCTE JOCTYIIAa TOJIBKO K TEM pecypcam
U BBIIIOJIHEHHSA TOJIBKO TE€X OIIEPAllMU ¢ HUMH, KOTOPBIE€ HEO0OXO0 UMbl KOHKPETHBIM
[I0JIb30BATEIISIM JIJISL BHIIIOJTHEHUS! CBOUX CIIYXXEOHBIX (TPYHOBBIX) OOSI3aHHOCTEN),
TO €CTh 3alllMTy HH(POPMAaLMKA OT HECAHKLIIMOHNPOBAHHOI'O JOCTYIIA;

12) 3amyTa KOH(PUASHIIUAIBHON HMH@MOpPMAIMM OT YTE€YKH II0 TEXHUYECKUM
KaHaJlaM IpH ee o0padoTKe, XpaHEHUH U Mepeaaye 10 KaHallaM CBsI3U;

13) obecneyeHne padOTOCIOCOOHOCTA KPHUIITOTPa(UUIECKUX CPEACTB 3aIUTHI
UH(pOPMAIINY;

14) NOCTOSHHBIM KOHTPOJb BBINOJIHEHUs TPeOOBAHUN 3aKOHOAATEIHCTBA
Poccuiickot  @enepauuum B olOinacTd  oOecrnedyeHUss  UHQOPMALIMOHHOM
0e30IacHOCTH,

15) co3maHue CHUCTEMBI HENPEPBIBHOIO O0y4YEHHUs, TPEHUPOBKUA U MPOBEPKH
OCBEIOMJIEHHOCTH COTPYJIHUKOB aOMHUHHUCTpAIlMM TOpoJia MO  BOIPOCaM
oOecrieyeHuss MHPOpMaLMOHHON O€30MaCHOCTH;

16) obecrnieueHre 3allUThl HHPOPMAUKUHU OT HECAHKIIMOHUPOBAHHOIO AOCTYIIA,
MPeJOTBPAIllCHUE YTPAThl, HCKKEHUS UIN YHUUTOXEHUSA MH(POPMaALUH Ha 3Tarax
coopa, 00pabOTKM, XpaHEHWs M TIIPEJOCTaBICHWS KOHEYHOMY NOTPEOUTEIO
MHGOOPMAILHH.

[TocTaBineHHBIE OCHOBHBIE II€IM MU 3a7adyu oOecnedyeHHus HUHPOPMALMOHHOU
0e30I1aCHOCTH JOCTUTAIOTCH:

a) Y4eTOM BCeX MNOJJIeXAlIMX 3allUTe PecypcoB MH(OPMALMOHHON CHCTEMBI
(MHDOpPMALIUH, 3a/1a4, NOKYMEHTOB, KaHaJIOB CBS3H, CEPBEPOB,
aBTOMAaTHU3UPOBAHHBIX CUCTEM);

0) MOJHOTOH M HEIPOTHUBOPEUYUBOCTHHO TPEOOBAaHUK OpPraHU3aALUOHHO-
PACIIOPSIAUTENBHBIX JOKYMEHTOB MO BOIpocaM obecrnedeHus MHGOPMALMOHHOU
0e30I1aCHOCTH;

B) IIOATOTOBKOH COTPYJHUKOB, OTBETCTBEHHBLIX 3a OpraHHU3aLHI0 W
OCYIIIECTBIICHHE MEPOIIPUATHI 10 0OecIedyeHUIO HH(POPMalMOHHOM 0€3011aCHOCTH;

) YEeTKUM 3HAaHHWEM M CTPOrHM COOIIOAEHHEM BCEMH IOJIH30BATEIIMHU
UHGOPMAIMOHHON CHCTEMBl TPEOOBAaHUM OpPraHU3aLMOHHO-PACIOPAIUTENBHBIX
IOKYMEHTOB ITI0 BOIIpocaM odecnedyeHus 0e30MacHOCTH HH(POPMAIIHH;

1) IEPCOHAJIBHOM OTBETCTBEHHOCTBIO 32 CBOM JEHUCTBUSA KaXJOI'0 COTPYIHUKA,
UMEIOIIETO JOCTYN K HH(POPMAUMOHHEIM pecypcaM, B paMKax BBITIOJTHEHUS CBOMX
CIIY>KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH,

e) 9S(deKTUBHBIM  KOHTPOJEM  3a  COONIIOAEHUEM  II0JIb30BATEISAMHU
MHQOPMAIIHOHHEIX PECYpPcOB 00sA3aTENbHBIX TPEOOBAHMM I10 OOECIIEUYCHHMIO
NHGOPMAIIMOHHON 0€30IaCHOCTH.

7. O0bexThI 00ecneyeHust HHPOPMANMOHHOH 0€30IIaCHOCTH

K o6bekTaMm obecrieueHus HHGOPMAIMOHHON 0€301acHOCTA B AZIMUHUCTPAILIUH
ropoga OTHOCATCA:



1) uH(MOpPMaUHOHHEIE DPECYPCHl, B KOTOPHIX oOpabarbiBaeTcs HHbDOpMAIHS
OTPaHUYEHHOT'O0  OOCTymna, HE  CoAepXXalas  CBEACHUM, COCTaBJISIOLIUX
FOCyTapCTBCHHYIO TaWHy (CiayXeOHas TallHa, NMEPCOHAIBHBIE HAHHBIE M JPyras
HH(pOpMalKs OTPaHUYEHHOTO paCHpOCTPaHEHHA), a TaKkXKe OOMeN0CTyIHAS
(OTKpBITasd) MHGOPMAaIH;

2) cuctembl (QOpPMHpPOBAaHHA, PACHPOCTPAHEHHS M UCIOJIb30BAHUS
MH(MPOPMALIMOHHBIX PEeCypCcOB, BKIIIOUAKOIINE B ce0s MH(MOPMALUOHHBLIE CUCTEMBI
pasmMYHOTO KiIacca M HasHaYeHUs, IpaBWila U Ipoueaypesl cbopa, oOpabOTKH,
XpPaHCHUS U Iepeaadn nH(POpMalliH;

3) UH@OpPMAIMOHHAS HHOPACTPYKTypa, BKIIOUAIOMAs LEHTPH 0O0PabOTKH U
aHanr3a UHPOpMalLMH, CPEACTBA, CUCTEMBI CBI3H U Iepelayd JaHHBIX.

[Ipu sTOM, B UHPOPMALMOHHOU cHCTeMe OOBekTaMH HHGOPMAIHOHHON
0€30I1aCHOCTH SBJISIIOTCS HMHGpOpMalus, coaepxamascs B HHOOPMaAIMOHHON
CUCTEME, TEXHHMYECKHE CpeacTBa (B TOM YHCIE CpPEACTBA BBIYHCIUTEIbHOM
TEXHUKH, MAalIHHHBIE HOCHUTEIH HHPOPMAIH, CPEACTBA H CHCTEMBI CBI3H H
nepenaud JaHHBIX, TEXHUYECKHE CpeacTBa 00padoTKH OyKBEHHO-IIM(PPOBOH,
rpadudeckoii, BUAeO U pedeBOd HHOOpMAIMH), OOIeCHCTEMHOE, NPHKIIATHOE,
cIeruaabHoOe IporpaMMHoe odecIieueHre, UHPOpMalOHHbIE TEXHOJIOTHH, a TAKKE
CPEJICTBA 3alIUThl HHPOPMALIUH.

MudopmarnmoHHass 0e€30MacHOCTh BCEX BBIIICYKA3aHHBIX OOBEKTOB CO3JACT
YCIIOBHS HaJIE)KHOTO (DYHKIIUOHUPOBAHUS AIMHUHUCTPAIIMU TOPOJa.

8. OcHOBHBIE HANIpaBJIeHHUs AEATEJIBHOCTH AJMHHHACTPANMHA ropoja no
o0ecneyeHU10 HHPOPMANIMOHHOH 0€30MaACHOCTH

JlesITeIpHOCTh 110 00eCNEeUYEeHUI0 MHMOPMAIIMOHHON 0€30IacHOCTH IIpU3BaHAa
CIIOCOOCTBOBATh CHM)KEHHIO PHMCKOB OT yrpo3 B HH(MOPMALMOHHOH cdepe,
TOBBIMEHUIO 3P (OEKTUBHOCTH H YCTOWYHUBOCTH B YIIPaBJICHUH UH(QOPMalIMOHHBIMH
pecypcaMH UM CUCTEMaMU.

AJIMUHHUCTpallig Topoja omnpenaesnser i cedsd OCHOBHBIE HallpaBJICHUS

NEeITeIbHOCTH M0 00eCIIeYeHHI0 HHPOPMALMOHHON 0€30I1aCHOCTH B 3aBUCUMOCTH
OT BBIITOJIHAEMbIX (PYHKIANA U MTOJTHOMOYHH.

K ocHOBHBIM HampaBJIeHHUSM oOecIiedeHuss HHOOPMallMOHHOM O€30MMaCHOCTH
OTHOCSITCSL:

1) mpaBoBoe obOecrnedueHne MH(OOPMALUOHHOW OE€30MaCHOCTU — AESITENBHOCTE
HalpaB/ieHa Ha CO3JaHHE M TIOAJSpXcaHUE B aKTyalbHOM COCTOSIHUM CHCTEMBbI
JIOKIHGHBIX HOPMATHUBHBIX aKTOB, PErJIAMEHTUPYIOIIUX AeATeNIbHOCTh IO
o0ecrieyeHHI0 HHGOPMALMOHHOM 0€30I1aCHOCTH;

2) opraHu3anys  JeATeIbHOCTH 110  OO0eCHeyYeHUI0  MHQPOPMalUMOHHOM
0e30IIaCHOCTA — JeATEJIBHOCThL HampaBjieHa Ha CO3/[aHWE JOKYMEHTUPOBAHHBIX
[IPOLIECCOB OOecIeueHnss HH(POPMAILMOHHONM Oe30IacHOCTH MEXAY OpraHaMu
aIMHUHHCTpAIlMHU TOpoJia, a TakXe IIPH B3aUMOJCHCTBHH OpraHoB aIMUHHCTpAIlNA
ropoja ¢ PU3NYECKUMHU U I0PUAUYECKUMH JIUIIaMH,

3) obecrneuenre WHGOOPMANUMOHHOW  0€30MaCHOCTH IpH  YIpaBICHUU
nHGbOPMALIMOHHEIMU PECYPCaMH — AEATEIbHOCTE HallpaBlIcHa HA HACHTU(HUKALUIO,



KITACCU(PUKALUIO UHPOPMALIMOHHBIX CUCTEM M PECYPCOB, a TAK)XKe UX BJIAACIBLEB,
(opMHUpOBaHWE M MOJJAEpPXKAaHHUE HEOOXOAMMOI0 YpPOBHS WH(POPMALMOHHOH
0€30MacHOCTH MH(MOPMAIIMOHHEIX PECYPCOB;

4) ofecrnieyueHrne HHQOPMALMOHHOM  O0€30IMaCHOCTH -  JAEATENILHOCTD,
HampagJIcHHasd HA MUHUMU3ALMIO PUCKOB, BhI3BAHHBIX JIEHCTBUIMHU COTPYIHUKOB
AIMyHUCTpaAUM TOpoJa B OTHOIICHUM HH(POPMAIMOHHBIX PECYpCOB, MyTEM
CO3JaHUsl CHUCTEMBI HEINPEPHIBHOIO O00ydeHHs, TPESHUPOBKH H MPOBEPKHU
OCBEOOMJICHHOCTA  BCE€X  COTPYAHHMKOB II0  BOIpocaM  obOecredyeHHud
UHPOPMaIlMOHHOM O0€30MMaCHOCTH;

J) (duznyeckas 0€30MaCHOCTh MHMOOPMALIMOHHBIX PECYPCOB — OEITEIHLHOCTE
HallpaBjeHa Ha MHHHUMM3ALUIO M [OpeHoTBpalleHue yinepOda, BBI3BAHHOIO
GU3UISCKUM BO3eHCTBHEM HA HHOOPMALIMOHHEIE CUCTEMBI U PECYPCHI;

6) obecneuyeHre UHPOPMAIMOHHOKW 0€30I1aCHOCTH Ha 3Tanax )XU3HEHHOT0 IIUKIa
HHPOpMallMM B  HH(POPMAIIMOHHOM  HHPPACTPYKType —  JEITEeIbLHOCTb,
HallpaBJIeHHAasl HAa MHUHHMHU3AIMI0 PUCKOB, BO3HHUKAIOIIMX B IPOLIECCE CO3JIaHMUA,
00padoTKH, 0OOMEHA U YHHUUTOXEHUS HHPOpMAILIMM B HHPOPMAIIMOHHBIX CUCTEMAX;

7) ynpaBlieHHe JOCTYIOM K HH(OPMAllMOHHBIM pecypcaM — JesSTeIbHOCTED,
HaIlpaBJICHHAs Ha CO3JaHue TOpsaAKa JOCTyna K MHGMOPMALMOHHBIM pecypcaM,
KOHTPOJIb U MOHUTOPHUHT JOCTYIIA;

8) yrpaBieHre HHIUICHTaMU HH(MOPMALIMOHHON 0€30IMaCHOCTH — NeSATeIbHOCTb,
HallpaBlieHHas Ha MPOBEACHHUE MEPOIPUATUN IO CBOEBPEMEHHOMY BBISBIICHUIO U
peardpoBaHHIO HAa HHUMIEHTHI HHPOPMAlIMOHHOM 0€30MMaCHOCTH;

9) cooTBETCTBHE 00s3aTEIbHBIM TPEOOBAHHAM — ACATEIBLHOCTh, HallpaBJIeHHAs
Ha COOTBETCTBHE TpeOOBaHUsIM 3aKoHomarenbcTBa Poccuiickon Penepanuu,

JOKAJIBHBIX  HOPMATHBHBIX AaKTOB MO  oOecnedyeHHI0  HHGOPMAIUOHHOU
0e30MacHOCTH.

9. IIpuHuunbl GOPMHPOBAHHA CHCTEMbI 00eCTIEHEHUA HHPOPMALUMOHHOU
0€30MaCHOCTH B AAMHHHCTPALHHA rOpoaa

[Toctpoenne cucteMbl oOecnieueHuss HHOOPMALMOHHON O0€30MacHOCTH B
AIMUHHACTpALlMU TIopojla U €€ (PYHKIMOHHUPOBAHUE OCYIIECTBIIAETCI B
COOTBETCTBHHU C OCHOBHBIMM IPHUHIMNAMH (POPMHUPOBAHUS CHCTEMBI 00€CIICUCHUS
MH(POPMALIIOHHOM 0€30IMaCHOCTH.

K  OCHOBHBIM  IIpHHIMIIAM  (POPMHUPOBAHUS  CUCTEMBI  OOECHEYECHUS
HHGOPMAITHOHHON 0€30MaCHOCTA B AIMUHUCTPALIUU I'OpOJa OTHOCATC:

1) 3aKkoOHHOCTHP — MpeArojaraeT pa3padOTKy CHUCTEMBI OOecIeYeHuUs
MHQOPMAIIHOHHOH  0e30macHOCTM B COOTBETCTBUM  C  JNEUCTBYIOIIMM
3aKOHOAATENLCTBOM Poccuiickoit deaepanyy B JaHHOK 00JIaCTH ¢ IIPUMEHEHUEM
BCEX NO3BOJIEHHBIX METOJI0B OOHAPYXEHHUS U MpPEeCeUYeHUs MPABOHAPYLICHUN IIPU
pabote ¢ umHpopmanueit. Bece mosp3oBaTenn UHOOPMALMOHHBIX CHCTEM HOJDKHEI
UMETh IpPEeACTaBlIcHUEe 00 OTBETCTBEHHOCTH 3a IMPABOHAPYIICHHS B 00JIaCTH
obOecrieueHHs HHPOPMaAIIMOHHON 0€30I1aCHOCTH;

2) CHCTEMHOCTh — TMpenronaraerT yd4eT BCEX  B3aMMOCBA3AHHBIX,
B3aMMOJICHUCTBYIONIUX M H3MEHSIOIIUXCS BO BPEMEHH DJIEMEHTOB, YCIIOBHH W



(hbaKTOpOB, MMEIOILUX CYIIECTBEHHOE 3HAUeHWEe JjIs IIOHUMAHUS M pelleHHS
npobneMel obecrieueHUss MHPOpMalUMOHHON Oe3omacHocTH. Ilpu  co3maHum
CHUCTEMBI 3allIUTHI JOJKHBI YYUTBIBATLCS BCE C1a0ble U Hanbosee ysa3BUMbBIE MECTA
AHQOPMAIIMOHHEIX CUCTEM, a TaKXe XapakKTep, BO3MOXHEIE OOBEKTHl W
HallpaBJICHUs aTaK Ha HHUX CO CTOPOHBI HAPYIIMTEJICH, IYTHU IPOHUKHOBEHHUS B
MH()OPMALIMOHHBIE CUCTEMBI MU HECAHKIIMOHUPOBAHHOT'O IOCTYIIA K MHMOPMAIIHH;
3) UeHTpanu3alys YIOpPaBICHWS — MPeArojiaraeT, 4YTo JesTeIbHOCTH IO
0o0eCIeyeHul0 HHPOPMAIMOHHOW O€30MacHOCTH JIOJKHA OBITH BCTPOEHA B
yIpaBJICHUYECKUE NPOLECCh AJIMUHHCTpAIMM TOpoja, MOJUYUHATLCS ITOHSTHBIM
PYKOBOAUTEIISIM 3aKOHOMEPHOCTSIM U OLIEHUBATHCS C MMO3UIUHN 3P PEeKTHUBHOCTH, IS

3TOT0 IIPOLIECChl 00eCIICUCHMs HH(MOPMAMOHHON 0€30HacHOCTH IOJDKHBI OBITH
OpPraHU30BaHLI U YIIPaBIISIeMEI;

4) nepcoHaJIbHAsA OTBETCTBEHHOCTH — IIPEJINOJIaracT BO3JI0XKEeHHE MTePCOHAIILHOI
OTBETCTBEHHOCTH Ha KaXXJAOro COTPYAHHUKA B IIpejfeliaX €ero JOKHOCTHBIX
[IOJIHOMOYHUM 3a HECOONIIOICHHUE PErJIAMEHTUPYIOIUX JOKYMEHTOB B 00JIacTU
obecrieueHnss HH(POPMAIMOHHON OE€30IIaCHOCTH;

5) MUHHUMH3ALMUS TOJHOMOYMN — NIPEeAIoaraeT npeaoCTaBICHHE IIPaB JOCTyIIa
COTPYHUKAM K HHQOpPMaUMOHHBIM pecypcaM B TOM ciy4dae U oObeMe,
HEOOXOMHMMOM [JIsI KAUYeCTBEHHOI'O BBITOJHECHUS CBOMX CIYXXEOHBIX (TPYIOBBIX)
00s13aHHOCTEM,

6) CBOEBPEMEHHOCTh — MPEAIIOaracT CBOEBPEMEHHOCTh BEISIBIIEHUS IIPOOJIEM,
CBSI3aHHBIX ¢ oOecreueHueM WHQPOPMAILMOHHOM O€30IIaCHOCTH, M OOHapyKEeHHUE

yIrpo3 0€30nacHOCTH HH(pOpMAalIUHU, ITOTEHITUATIBHO CIIOCOOHBIX HAHECTH yIIepO;
7) KOMIUIEKCHBIM IIOAXOJ — MpPearojiara€T BCECTOPOHHEE OOeClIeUYeHue

MHQOPMAIIMOHHOM  O€30IIaCHOCTHM U IpPEeAyCMaTpHUBaeT  MCIIOJIb30BaHUE
B3aMMOYBSI3aHHBIX ITPOTPAMMHO-TEXHUYECKUX, OPraHU3aALMOHHBIX, [IPABOBBIX MEP

oOecrieyeHus WHGOPMAIMOHHON O€30IIaCHOCTH Ha eJWHOM KOHIEITYaJbHOMH
OCHOBE;

8) HenmpephIBHOCTL — IPEANOJIAracT HEINPEPhIBHBIA, IlelieHarpaBiIeHHbIN
MMPOLECC MO BBIABIECHHIO YIpo3 HHGOPMALHOHHON O€30MacCHOCTH U INPHUHATHUIO

aJIcKBaTHBIX MEp 3alllUThl PYKOBOACTBOM, CEKTOPOM HH(POPMALTUOHHOHU
O0€30MaCHOCTH YIPABJICHUS HHPOPMALMOHHOA O€30IMaCHOCTH aIMHUHUCTPALIMH

ropojia M COTpyIJHUKaMH AJIMUHUCTPAL[AU FOpOa;

9) coBepIIEHCTBOBAHNE — IPEAIOJIAracT IIOCTOSHHOE COBEPLUICHCTBOBAHUE MED
A CPEACTB 3alUThl HHQOpPMaIMyd Ha OCHOBE MOJEPHU3ALNY OPTraHU3allMOHHBIX M
TEXHUYECKHX PelIeHuH, KaJpoBOI0 COCTaBa, aHalu3a (PYHKIIMOHUPOBAHUS
MHGOPMAITMOHHON CUCTEMBI M CUCTEMBI €€ 3all[UTHI C YY€TOM U3MEHEHUH B METO1aX
M CpeJcTBax IlepexBaTa HHGOpPMALUM, O00A3aTEeNIBHBIX TPeOOBAHUHM I10 3alIUTE
MHGMOPMALINY;

10) B3auMOAEUCTBHE M COTPYAHMYECTBO — IIpEAIOjiaracT Co3JaHue
OyaronpusTHOM aTMoc(epbl B KOJUICKTHMBAX CTPYKTYPHBIX IonpasacneHud. B
TaKkoM OOCTAaHOBKE COTPYIHHUKH JOJKHBI OCO3HAHHO COOJIIOAATH YCTAHOBIICHHBIE
[IpaBHJIa U OKa3bIBATh COAEHCTBHUE JEATEIBHOCTH OTBETCTBEHHBIX 332 00ecCIeUYeHHEe
MH(GOPMAIMOHHOK 6e30macHOCTH. Bee coTpyIHUKH JOJDKHEI IIOHUMATh CBOO POJIb



B IIpoliecce oOecIieyeHus NH(POPMALIMOHHOM 0€30MTaCHOCTH U IPUHUMATh YYaCTHE
B 9TOM IIPOIIECCE;

11) rubkocTh cHCTEMBI 3allUTHl — CHCTeMa obecrnevyeHus MH(MOPMALMOHHOM
0€3011aCHOCTH JOJIKHA ObITh CII0COOHA pearupoBaTh Ha H3MEHEHHS BHEUIHEN CpeIb]
U YCJIOBHU OCYINECTBJICHUA IIOJJHOMOYHMH. B 4HMCIO TakMx W3MEHEHHH BXOIAT
N3MEHEHUS OPraHU3al[MOHHOM U IITATHOM CTPYKTYPhI, U3MEHEHUE CYIIECTBYIOIIHX
WA BHEApPEHHWE MPUHIUIINAIFHO HOBBIX HHPOPMAIIMOHHBIX CHUCTEM, TEXHUUECKUX
CPEICTB;

12) 000CHOBAaHHOCTH H TEXHHUYECKAs] pPeaIn3yeMOCTh — HHOOpPMAaIHOHHBIE
TEXHOJIOTHH, TEXHUYECKHUE M IPOTPaMMHBIE CPEACTBA, CPEACTBA U MEPHI 3aAIUTHI
uHQOpMaMd JOJKHBI OBITh pPEaTM30BaHbl HAa COBPEMEHHOM YpPOBHE Pa3BUTHSA
HayKd U TeXHHKH, 00OCHOBAaHB!I C TOYKH 3PEHHUS NOCTHIXXKEHHS 33JaHHOTO YPOBHS
Oe3omacHOCTH HHGMOpMAIMd W SKOHOMHYECKOM IeJIeCOO00pa3HOCTH, a TaKKe
NOKHBEI COOTBETCTBOBATHL YCTAHOBJIICHHBIM HOpMaM M TPeOOBaHUIM IIO
nH(GOPMALIMOHHON 6€30I1aCHOCTY;

13) o00s3aTeqpbHOCTh KOHTPOJII — Ipeanonaraer o0s3aTelIbHOCTh U
CBOEBPEMEHHOCTE BBISBJIEHHS U ITPECEUYEHUS IOINBITOK HAPYIIEHUS YCTAaHOBJICHHBIX
[IpaBUI oOecriedyeHrsS HHPOPMALMOHHOM 0€30I1aCHOCTH. BEISABICHHBIE HENOCTATKU
cucTeMBl oOecrnedeHus HH(POPMAIMOHHOM O€30IacHOCTH MOJDKHBI HEMEJICHHO

JOBOAUTHCA MO0 CBCACHHUA PYKOBOIAMUTCI AﬂMHHHCTpaL[I/IH ropoga, 4 TaKiKC
OIICPATHBHO YCTPAHATDHCA.

10.Mojaenu yrpos

Mogaenn yrpo3 ABISIOTCS OIPEACIAIOIINMU IIPU pa3BePThIBAHUH, IOAICPXKAHUM
1 COBEPIIIEHCTBOBAHMH CUCTEMEBI o0ecnieueHuss Ub AnMUHUCTpauu ropoja.

cToYHUKH yrpo3, YS3BHMOCTM U OOBEKTbl HAaMNaJICHUM, IPUTOJHBIC J1JIs
peaTn3alyii YAI3BUMOCTH, TUIIBI BO3MOXHBIX [IOTEPh, MAaCIUTAOBI TOTCHUHUAJIBHOIO
yiiep0a onpeaestoTca JOKyMeHToM «Mozenu yrpos».

11.TpedoBanus no ob6ecrnedyeHH0 HHPOPMALHOHHOH 0e30IacHOCTH

ObecneueHue 6e30mMacHOCTH HHMOPMALIMH, cofepKalieiicss B THGOPMaHOHHOM
CUCTEME, SBIAETCA COCTABHOM YacThIO padOT IO CO3[IaHUI0 MU IKCIUIyaTallud
WH(POPMAIMOHHOM CHCTEMBI M OOECIIEYMBACTCA Ha BCEX CTaiuAX (JTamax) ee
CO3/IaHMsA, B XOI€ SKCIUTyaTallud MU BBIBOAA W3 SKCIUIyaTalldd IIyTEM IPUHATHS
OPTraHM3aIMOHHEIX M TEXHUYECKUX MEp 3alUTHl MHPOpMAalUH, HallpaBJIEHHBIX Ha
OnoxupoBaHhe  (HEHTpalM3alldio) yrpo3 0€30MIacCHOCTH HMH(GOpMalUd B
MHPOPMAIIMOHHOM CHCTeMe, B paMKaX CHCTEMBl (IIOACHCTEMBI) 3aIIUTHI
nHpopMalui HHPOPMALIMOHHON CUCTEMBL.

Jits  obecrieuenuss  0€30IacHOCTH  HMH(OpMALMM,  COACPXKALICHCI B
MH()OPMALIMOHHOHN CHUCTEeME, MPOBOASATCS CIEAYIOLINE MEPOTIPHUATHA:

1) dbopMmupoBaHue TpeOOBaHUNM K 3alllUTe WHMOpPMAIUH, COACPIKAIICHCS B
MH(POPMAILIMOHHON CUCTEME,;

2) pa3paboTKa CHCTEMBI 3allIUThl MHPOPMAIMU HHPOPMAHOHHON CUCTEMBI;



3) BHEAPEHUE CUCTEMBI 3aIIUTHl HHOOPMAIUK HH(POPMAIMOHHONH CUCTEMBL;

4) arrectaiss HWHOOPMALMOHHOM CHUCTEMBI 10 TpPeOOBAHUSIM 3aAIUTEHI
MH(OPMAIIMU U BBOJI €€ B JICHCTBUE;

5) obecniedeHue 3alIUTHI HHOOPMAIMKA B XOJie AKCIIyaTalliH aTTEeCTOBaHHOMU
MH(OOPMALITHOHHON CHUCTEMBI;

6) oOecnecueHre 3amUThl HHQOPMANUM MPU BBIBOJIE M3 DKCIUIyaTalluH
aTTECTOBAaHHOM WMH(MOPMALMOHHOM CUCTEMBI WJIM MOCJIE HPUHATHS pelleHus 00
OKOHYaHHH 00pa0OTKH HH(POPMALIUH.

JI1s mpoBenenus padoT 1o odecnedyeHuro 0€30MacHOCTU UHMOPMALUY B XO€
CO3JaHUs M DKCIUIyaTaluy HH(MOPMaUUOHHON CUCTEMBI 00J1afaTesieM HH(popMaIliy
B COOTBETCTBHH C 3aKOHOIATEJBCTBOM Poccuiickon Denepanuu IIpu
HEOOXOJUMOCTHA IIPUBIEKAKOTCS OpraHU3allii, HWMEIOMHUE JIUIEH3UI Ha

NEeATEIFHOCTD 10 TEXHUYECKOH 3aliTe KOHPUIACHIINAILHON HH(OPMAIIHH.

12.0TBeTCTBEHHbIE 3a o0ecnieyeHUue HHPOPMANNOHHOM 0€30NACHOCTH B
AJIMHMHHUCTPAIINH I'OpPOJA

1) JInsa HenmoCpeACTBEHHOW OpraHm3auu U 3pPEKTUBHOTO (DYHKUHMOHUPOBAHU
CUCTEMBI oOOecIeueHuss HHGOPMAIMOHHON O0€30IMacHOCTH B AJMUHUCTpALUU
ropojia Ha3HayaeTcs oOpradH (COTPYOHUK) OTBETCTBEHHBIM 3a oO0ecleyeHue
MH(pOPMAHOHHOM O€30ITaCHOCTH.

Ha »toT oprad (COTpyAgHHKA) BO3JIaraercs pelieHue CICAYIOIIUX OCHOBHBIX
3a7a4:

a) aHaJIN3 TEKYIIEro COCTOSHMS 00ecIieueHUsT HH(QOPMALIMOHHON 0€30I1aCHOCTH
B aAMHUHHUCTPALU TOPOa;

0) opraHm3anys MEPONPUATHA U KOOpJAMHAIMA PadOT BCEX OPraHOB W/WIH
COTPYIHHKOB II0 00€CIIeUCHHIO HHPOPMALMOHHON 0€30MaCHOCTH;

B) KOHTPOJIb U OIleHKa 3(P(HEKTUBHOCTHU IIPUHATHIX MEP U [IPUMEHSEMBIX CPELCTB
3aIUThl MHPOPMALIHUH.

2) OcHOBHBIE (DYHKIIMU opraHa (COTpyAHHKA) oOecniedyeHus] HHPOPMalMOHHOM
0€30I1aCHOCTH 3aK/IFOYAIOTCS B CIIEAYIOIEM:

a) ¢opMHpOBaHME TpPeOOBAaHUN K cUCTEME OOecCleyYeHHUsT UH(POPMALMOHHON
0€30I1aCHOCTH B IIPOIIECCE CO3MaHUs U JaNbHEHIIEro pa3BUTHUS CYLIECTBYIOIIUX
KOMIIOHEHTOB HH(POPMAIITUOHHOU CUCTEMBI;

0) ydacTHe B IIPOEKTHPOBAHUM CHUCTEMBI OOecCIledYeHUs HH(POPMALHMOHHOH
0e30MaCHOCTH, €€ UCIILITaHUAX U BBOJE B DKCIUTYaTaIUIO;

B) obecrieueHre (YHKIMOHMPOBAHUS CHUCTEMBl 3aIUUTHl MUH(POPMALUH H €€
3JIEMEHTOB, BKITIOYAs YIIPABJIE€HNE KPUIITOTPAPUUECKUMIU CUCTEMaMU;

r) o0ydeHue COTPYAHUKOB IMpaBUiiaM 00pabOTKU HHPOPMALIUY;

1) OKa3aHWe METOJMYECKOH MOMOILIM COTPYAHHMKAaM B BOIIPOCaX oOecrevyeHHs
MH(POPMaIIMOHHON 0€3011aCHOCTH,

€) KOHTPOJIb 3a COOJIIOJIGHUEM COTPYAHUKOB YCTAaHOBIIEHHBIX IIPaBUII
oOpalteHns ¢ KOHGUICHIIMATbHON UH(OPMaLIKE;



€) opraHu3alydsi N0 YKa3aHHIO PYKOBOJACTBA CIIY)KEOHOI'O PACCICNOBAHUS IO
GakTaM HapylleHus NpaBuJl OOpalleHus] ¢ KOHQUACHIMAIBHON UH(pOpMANUEN U
000pYyZIOBAHUEM;

’)K) MPHHATHE MeEp IMPH MONBITKAX HECAHKIMOHMPOBAHHOIO [IOCTyNa K

HHPOPMALMOHHBIM pPeCypcaM M KOMIIOHEHTAM CHCTEMBl WA NPU HaAPYLICHUAX
npaBwl PYHKIIMOHUPOBAHUS CUCTEMBI 3aI[UTHI;

3) ydacTHe B paboTe IO BEISBICHHUIO U YCTPAHEHUIO KOMITBIOTEPHBIX HHIUIEHTOB
MH(GOPMAIMOHHON 0€30MIaCHOCTH.

13.0cHoBHBIE OPraHU3aIlHOHHDbIC, TEXHUYECKHE H IPABOBLIE MePLI
o0ecneyeHUs] MHPOPMAIMOHHON 0€30MACHOCTH

JIng opraHu3aliid MW BHEAPEHUS CHCTEMBl 3allUThl UHQOPMalMA B
MHGOPMAIIMOHHOM HMHOMPACTPYKTYpEe AIMHHUCTPAMM FOpoJa BaXKHOE 3HAYCHUE
UMEeT aHajiu3 TEXHUYECKHX, CTPYKTYPHBIX, ODKCILTyaTallMOHHBIX W UHBIX
ocobeHHocTE MHMPOPMAIMOHHBIX CUCTEM, MCHOJB3YEMBIX TEXHOJIOTHH W
APXUTCKTYPHBIX PEIICHUM.

1) IIpaBoBBIe MephI 0OecedeHus 0€30MaCHOCTH HH(POPMALIMOHHEIX CUCTEM

K mpaBoBbeIM MepaMm oOecrieueHHsl 0e30IaCHOCTH HMH(OPMALMOHHEBIX CHCTEM
OTHOCATCsL JericTByromue B Poccurickon @Depepaniiii IIPaBOBBIE  aKTHI,
perilaMeHTHPYIONINE MMpaBuiaa oOpallicHUs ¢ MH(OPMaLIUEN, 3aKpeIIAIOIIKE IIpaBa
U O00A3aHHOCTH YYaCTHHKOB HH(POPMAUMOHHBIX OTHOIICHHUH B IIporecce €€
00pabOTKH ¥ HCIIOJIL30BAHUS, a TAK)KE YCTAaHABIMBAIOIIWE OTBETCTBEHHOCTH 34
HapyIICHUS IIPUHATHIX B HUX IPaBUIIL.

CrneayeT yuYMTBIBaTh, UTO JHXIA, BUHOBHBICE B HApyLICHWUU O00s3aTENIbHBIX
TpeOoBaHUM 10 OOECMeYeHUI0 HHMOPMAIMOHHOUW  O€30macHOCTA  HECYT

NUCIMIIIMHAPHYIO, TPAXXAaHCKO-IIPAaBOBYIO, aAIMUHUCTPATUBHYIO WUJIH YTOJIOBHYIO
OTBETCTBEHHOCTH B COOTBETCTBUHU C 3aKOHOAATEILCTBOM Poccuiickon PDeaeparini.

[IpaBoBele  Mephl  3alUTHEI  HOCSAT B OCHOBHOM  YIIPEXIArOIWi,

PO UIAKTHYECKHUH XapaKTep U TPEOYIOT HOCTOSIHHOMN Pa3bsICHUTEIBHOU pabOTHI C
[10JIL30BATEIAMH U OOCITY>KHUBAIOIIAM [IEPCOHATIOM UH(MOPMAIIMOHHON CUCTEMBEI.

2) Opranun3aiioHHbIe Mephl o0ecieueHus 6€30MacHOCTH HHMPOPMALIMOHHBIX
CUCTEM
OpraHu3anyoHHsle Mephl oOeclieueHruss Oe30IacHOCTH  WH(OPMalMOHHBIX
CUCTEM - MEpHl OPTraHU3AIMOHHOTO XapakTepa, PeriaMEeHTUPYIOIIHE ITPOIECCHI
QYHKIIMOHUPOBaHUS WHGOPMALMOHHBIX CUCTEM, MCIIOIB30BAaHHE HX DPECYPCOB,
NEeSITEIEHOCTS COTPYIHUKOB aAMUHHUCTPALIMYU I'OPO/ia, a TAKXKE NMOPATIOK 00palcHUs
MoJIb30BaTesed HHGOPMAIMH ¢ HHPOPMAILMOHHBIMM CUCTEMaMU TaKUM 00pa3oM,
yToOBl B HaWOOJIBIIEN CTEIIEHW 3aTPyAHUTh JHUOO0 HCKIIOYHUTH BO3MOXHOCTD

peanu3aldyi yrpo3 WHGOOPMAIlMOHHOW Oe301acHOCTH, CHM3HMTH pasMep NHOTEPH B
clydae peaau3aluy yrpos.



3) Texuuueckue Mepsl obecnedeHns 6e30MacHOCTH UHGOPMAIIMOHHbIX CHCTEM
T'exnnyeckue Mepel oOecriedeHuss 0€30MacHOCTH HH(MOPMALMOHHBIX CHCTEM
JIOJKHBI OBITE OCHOBAaHBI HA UCIIOJIb30BAHIH €AMHBIX IPOTPAMMHEBIX ¥ TEXHUUECKUX
CPEACTB, BXOIAIIUX B COCTaB HHOOPMALUOHHBIX CHCTEM H BBIIOJTHIIOIINX

CaMOCTOATEJILPHO UJIH B KOMIUIEKCE C IPYTUMH CpEeNCTBAMU (DYHKIIMU 3AIIATEL.
Texnnueckue mepbl obecnedyeHus: 0e30MacCHOCTH HMHGOPMALMOHHBIX CHUCTEM

peaTH3yIOTCA, B TOM UYHCIIE IIOCPEACTBOM TIPHMEHEHHSA CPEJICTB 3allUThI
WH(pOpMAaLMK, IPOIIEAIINX OLEHKY COOTBETCTBHSA B (opMe 0043aTeIbHOM
CepTU(UKALIMA HAa COOTBETCTBUE TPeOOBaHUAM IO Oe30MacHOCTH HH(OPMAIHUH.
llepeuens TexHMueckux Mep pasmelleH Ha opuumansHoM caiite PCTIOK Poccun
(www.fstec.ru).

| lppMenenne opraHu3allMOHHBIX U TEXHUYECKHX Mep 3allydThl HH(pOpMAaIlUH,
pealu3yeMbIX B HH(MOPMAIIMOHHBIX CHCTEMaxXx B paMKaX WX CHUCTEM 3all[ATHI
WHPOpMALlMM, B 3aBUCUMOCTH OT Yrpo3 0€30ImacHOCTH HWH(pOPMALHH,

UCIIOJIb3YEMBIX MHMOPMALMOHHBIX TEXHOJIOTUN U CTPYKTYPHO-(YHKIIMOHAIBHBIX
XapaKTEePUCTHK HHOOPMALIMOHHBIX CUCTEM JOJIKHEI 00eCIIeYNBaTh:

a) UJICHTUDUKALUMIO M ayTeHTUPUKAUMIO CYOBEKTOB JOCTyIa H OOBEKTOB
NOCTYIA;

0) yrnpaBlleHHEe JOCTYIIOM CYOBbEKTOB JOCTYyIa K 00beKTaM JOCTYIIA;

B) OrpaHUYE€HUE IIPOTrPAMMHOU CPEJIBI;

) 3alIUTY MAIIMHHBIX HOCUTENEH UH(POPpMAIIUH;

) pErUCTpalvi0 COOBITHI 0€30ITaCHOCTH;

€) aHTUBHUPYCHYIO 3aIlUTY;

¢) oOHapyKeHHe BTOPKEHUH;

X) KOHTPOJIb (aHaIK3) 3alUILEHHOCTA HH(POPMALIUH;

3) oOecreueHHE LIETOCTHOCTH HHPOPMAIIMOHHON CHCTEMEI U HH(OPMAIIHH;

1) o0ecrneyeHre JOCTYIIHOCTH NH(POPMALHH;

K) 3aIlUTy CPEeabl BUPTYaAIHU3aIIVN;

1) 3aIUTY TEXHUYECKUX CPEICTB;

M) 3alUTy HHOOPMAIIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepeaadu
TAHHBIX, B TOM YHCJIE, MOCPEACTBOM IPUMEHECHUS aKTUBHBIX U IIACCUBHBIX CPEACTB
3aI0UTBl HUHGOpManud,  oOpadarbiBaeMONl  TEXHUYECKUMHU  CPEACTBAMU

HHOOPMALIMOHHBIX CHCTEM U LUPKYIHUPYIOLIEH B IOMEIICHUSIX 00BEKTA OT YTEUKH
10 TEXHUYESCKUM KaHaJIaM.

Opra"u3aloHHbIE ¥ TEXHAYECKHAE MEPHI 3allIUTHl UHPOPMAaLIUH, pealn3yeMble
B paMKaX CHCTEMBl 3alluThl HHQOpMaluud HUHQOPMALMOHHOW CHCTEMBI, B
3aBUCHMOCTH OT HMH(pOpMAaIUH, coAepXKalierhci B HHPOPMALMOHHOM CHCTEME,
nejneil co3maHus  HMHQOPMAIMOHHOM CHCTEMBI M 3ajay, pellaeMbIX 3TOU
MHQOPMAIMOHHOW CHCTEMOM, JOJDKHBI OBITH HallpaBlIeHBl Ha obecredyeHune
KOH(DHICHIINAIEHOCTH, [IEJIOCTHOCTHA U JOCTYITHOCTHA HH(POPMAIUH.

AJIMHAHUCTpAIIUM HEOOXOJMMO OPUEHTUPOBATHCS HA BHIOOD OTEYECTBEHHOI'O
IPOrpaMMHOr0 ¥ HHGOPMAIIMOHHO-TEJIEKOMMYHUKAIMOHHOIO O000pYIOBaHUA,
COOTBETCTBYIOIIEro TPeOOBaHUSIM HHQPOPMAUMOHHOM  OE€30MMacHOCTH, YTO

COOTBETCTBYIOT  TeKylieMy Kypcy  umnoprosameineHus llpaBurenscrTsa
Poccuiickon deneparium.



4) KpunrorpagpuueCKrue METOABl U CpeCcTBa 3allUTh]

Kpunrorpapuueckue MeTonpl U cpeacrtBa 3ammThl (mamee - CK3H)
MCIIONB3YIOTCS i obecniedeHuss MH(MOOPMAIMOHHOM Oe3onacHocTd. Opranu3aliys
B AIMUHHCTpPAIIUH ropoga CHCTEMBI HHMOPMAIMOHHON 0€30IacHOCTH Ha OCHOBE
HHOPaCTPYKTYpPEI ¢ ucnons3oBaHueM CK3W nmo3BOMUT pelIUTh 3a/1a4M:

a) opra"Hu3anuy  oOecIleYeHHUs  3alMIIEHHOTO  JOKYMEHTO000OpOoTa C
HCIIOJIb30BaHHEM HUMEIONINXCSI CUCTEM, KaK BHYTPH, TaK U IIPU B3aUMOOTHOIIECHHUSAX
C APYTMMH OpTraHU3aIUsIMHU.

JTO II03BOJIUT MOBBICHTHh 3(MPMEKTUBHOCTh M CHU3UTH HAKIIQJHBIC PACXOJbl Ha
aIMUHHCTPUPOBAaHHE CHCTEMBI M MCIIONb30BaTh €JUHBIE CTAHAAPTHl 3alUTHI
TaHHBIX;

0) pealnu3aluu [[EHTPAJIN30BaHHO KOHTPOJIUPYEMOH CHCTEMBIL
NH(pOPMAIIMOHHOM 0€30I1aCHOCTH, IIPYU 3TOM T'MOKOU ¥ TUHAMUYECKH yIIPaBIsIEMOU;

B) YHHUBEpPCAJIM3alH METO0B 00eCIIeUeHUs JOCTYIIa NI0JIb30BaTeNIEN U 3aIUThI
JUISL CUCTEMBI DJIEKTPOHHOM ITOYThI, CUCTEMBI J0CTyna B «VIHTEpHET» M ApYyrux
CUCTEM C WCIIOJIH30BAaHUEM YK€ HMEIOIUXCA B OTUX NPUIOKEHUAX MEXAaHU3MOB
obecnieueHrs UH(POPMAIMOHHON 0€30I1aCHOCTH;

I') UCIIOJIL30BAHMSI UMEIOIUXCS pealu3anuil poCCUHCKUX KPUIITOTrpapUIECKUX
aJITOPUTMOB B OIEpamusiXx C CepTHUQUKaATaMUM U IpPU 3alIUTe 3SJIEKTPOHHOTO
TOKYMEHTO000pOTa.

Ucnonp3zoBanue CK3UM 11s  obecrieuennss 0e30mMacHOCTH  MH(OpMaALUA
HeoOX0JUMO B CllydasX, €CJIH:

- uHGOpMaLMA IIOJICKHUT KPUNTOIPaPUYESCKOU 3allUTe B COOTBETCTBHH C
3aKoHOAaTeIbLCTBOM Poccuiickoin denepannu;

- B HH(POPMAIIHOHHON CHCTEME CYIIECTBYIOT YIPO3bI, KOTOPBIE MOTLYT OBITH
HEUTPAIN30BaHBI TOJBKO C TIOMOIMIBIO JAHHBIX CPEACTB (Iepefadya HHPOPMAIUHU 110
KaHajlaM CBSI3U, HE 3alIMIICHHBIM OT II€pEeXBaTa HAPYLIATEIJIEM IEpPEeIaBaceMOU 1O
HUM HMHGOPMAlUUKH WMIH OT HECAaHKUHMOHUPOBAHHBIX BO3JCHCTBUM Ha ITY
uHbOpMaLHIO (HampuMmep, MpH mepenadye MHPOpPMalLUU, COIepXKalled CBeIEHHS
KOH(MHIEHITUAIIEHOTO Xapakrepa, M0 HHMOPMALMOHHO TEIEKOMMYHHUKAIHMOHHBIM
ceTsIM OOLIEro IMoOJL30BaHMUS, XpaHCHUC HH@oOpMallM¥ Ha  HOCUTEIX,
HECAHKI[MOHMPOBAHHBINA JIOCTYI K KOTOPBIM CO CTOPOHBI HAPYIIHTEISd HE MOXCT
OBITH UCKJIIOUEH C IIOMOIIBIO HE KPUIITOrpahMIEeCKUX METOAOB U CIIOCO0OB).

[Tpm npumenennn CK3U tpebyeTcs yUUTHIBATE:

- kpurrorpadpuyeckas 3ammTa UHQOPMALlMM MOXET OBITh OOeclevyeHa IpH
YCJIOBUU OTCYTCTBHS BO3MOXXHOCTH HECAHKIIMOHUPOBAHHOI'O JOCTYTIAa HAPYIITHUTEL
K KiroueBod uHpopmanuu CK3U;

- CK3U obecneuynBaroT 3alUTy HHPOpPMAIMM IIPH YCIOBHUHU COOJIIOJEHMUS
TpeGOBaHMN DKCIUIyaTallMOHHO-TEXHUYecKoW pgokymeHTanumu Ha CK3WM w
TpeGOBaHUIl [EHCTBYIOMMX HOPMATHBHBIX IPAaBOBBIX JOKYMEHTOB B 00JIacTH
peanmuszanuu 1 dxcruryatanud CK3U;

- s obOecrmedeHus O€30MMAaCHOCTH HHPOpMaruu NOpu uUx o00paboTke B
MHPOPMALIMOHHBIX CUCTeMaX MAOJKHbI ucnonb3oBarecss CK3M, mpomrenmmue B
YCTAHOBIICHHOM IIOpSAKe TMpouenypy oueHkH coorsercTBus. llepeuens CK3U,




cepruuipoBanHbix PCbh Poccuu, onybnukoBaH Ha odunmansHoM caiite LleHTpa

10 JIMHEH3UPOBAHUIO, CEPTUPUKALUU U 3aluTe rocyaapcrBeHHor TaitHel PCb
Poccun (www.clsz.fsb.ru).

5) OU3NYECKHE MEPhbI 3aIIHUThI

du3zuyeckue Mepbl 3alIUTbBl OCHOBAaHbI HAa MNPUMEHEHMH Pa3HOI0 poja
MEXaHHMYECKHX, DJIEKTPOHHBIX WU DIEKTPOHHO-MEXaHUYECKUX YCTPOUCTB U
COOPYKEHHM, CHEIUAIbHO MPEAHA3HAYCHHBIX [UISI CO3JaHUSd (PU3UYECCKUX
MPEATCTBUHA Ha BO3MOXHBIX IyTAX MPOHUKHOBEHUS U JOCTYyIla NOTECHUMAIBHBIX
HapyIlIuTeNnell K KOMIIOHEHTaM CHUCTEMBI M 3alYILNAeMOM MH(pOpPMAaIlUH, a TaKXe
TEXHAYECKUX CPEICTB BHU3YalbHOI0 HAOMIOACHUA, CBA3U W OXPaHHOU
CHTHAJIN3aLHH.

duzpyeckasd  3amuTa  3JaHUM, [OMeEIIeHMM, OOBEKTOB U  CPEICTB
MH(DOpMAaTHU3 AU IOJKHA OCYILECTBIISATHCS MyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIHNX ITOCTOB OXPaHbl, C TOMOIIBIO TEXHUYECKUX CPEACTB OXPaHbI HIIH
MIOOBIMH  APYTHMH  crioco0aMu, IPEeNOTBPAlAOMMMU  WIM  CYIIECTBEHHO
3aTPYAHSIOMIMMY IIPOHUKHOBEHHE B HUX [IOCTOPOHHHUX JIULI, XHIIIEHHUE IOKYMEHTOB
U HocuTejJed wuHpoOpMaLMU, CaMHUX CPEeACTB HWH(MOPMATU3alMU, a TaKke
NCKITIOYAIOIIMMHA HAXO0XIEHWE BHYTPH KOHTPOJHPYEeMOH (OXpaHsAE€MOM) 3OHBI
TEXHUYECKHX CPEJACTB CheMa MH(MOPMAaLIHH.

14. ITopsigok pearupoBaHHA Ha KOMIIbIOTEPHbI€ HHIUAECHTDI

PearnpoBanrie Ha KOMIIBIOTEPHBIC MHLUMACHTHl BKIIIOYAECT B CEOS BEIIIOJTHEHHE
CIEeAYIOIHUX MEPOIIPHUITHH:

1) dbuxcanmMio COCTOSHHUS KW aHAIM3 OOBEKTOB HH(MOPMALMOHHBIX PECYPCOB,
BOBJIEYUEHHBIX B HHIUJCHT;

2) KOOPAUHALMIO ICATSIFHOCTH 10 NIPEKPALLEHUIO BO3IEHNCTBHI KOMITbIOTEPHBIX
aTak, [IPOBEIEHHNE KOTOPBIX BBI3BAJIO BOSHUKHOBEHUE MHIUICHTA,

3) ¢ukcanMio U aHAIM3 CETEBOro Tpapuka, MUPKYJIHPYIOIIEro B
MHQOPMALIMOHHOM pecypce, BOBIEUCHHOM B HHIIU/ICHT;

4) omnpejesieHre NMPUYMH WHIOUACHTA ¥ BO3MOXHEIX €r0 IIOCIEJICTBUH JUIS
MHGOPMAIIMOHHOI'O pecypcea:

a) MIEPBUYHBIN aHAIU3 UHIUICHTA;

0) KOMILIEKCHBIA aHAJIU3 UHIUJCHTA;

B) JTOKAJIM3aLUIO UHLUICHTA,

r) cGop CBeAEHHUH IS OCIEAYIOUIETO YCTAHOBICHMS MPUYWH UHIUACHTA,

1) IUIaHUPOBaHKe MEP 110 JUKBUIAIMH ITOCIEICTBUN MHIIUACHTA,;

e) JIMKBUJIALIMIO ITOCIIEACTBUH MHIMACHTA,

&) KOHTPOJIb JIMKBUJALUHU IOCTIEICTBUM;

PemreHnst OJDKHBI IPUHAMATHCS OTAEIBHO JIIS KAXIAOro HHMOPMAIHOHHOTO
pecypca, 3aTPOHYTOr0 KOMIIBIOTEPHBIM HHITUJICHTOM.




15.00y4eHne COTPYAHHKOB H NOBbILIEHHE OCBEAOMJIEHHOCTH B BONIPOCAX
obecneyeHUuss HHPOPMAIITHOHHOM 0€30MMaACHOCTH

Bce nonb3oBartenu HHGOPMAITMOHHON CUCTEMBI JOJDKHBI OBITh 03HAKOMJIEHEI C
OpPraHU3alMOHHO-PACIIOPAAUTENIBHBIMA  JOKYMEHTAaMH [0  OOECIeUYEeHUIo
UH(MOPMALMOHHON 0€30I1aCHOCTH, B YaCTH, HX KacarollelcsA, MOKHBI 3HATh M
HECYKOCHUTEJIBHO BBIINOJHATh HHCTPYKIIMM H 3HATHh O0OIHe OOS3aHHOCTH IIO
obecnieuyeHUI0 Oe3onacHocTd UHGopmanuu. JoBeaeHrne TpeOOBaHHM YKa3aHHBIX
JJOKYMEHTOB [0 JHI, IONYIIEHHBIX K 00paboTKe 3alluimacMo HH(pOPMAaLHH,
OCYIIECTBISETCS o4 Ioanuch. llons3oBarenn wWHOOPMALMOHHON CHCTEMBEI
NOJDKHBI OBITh O3HAKOMIIEHBI CO CBOMM YPOBHEM ITOJTHOMOYMHI, a TaKxXe
OPraHU3aAI{MOHHO-PACIOPSATUTEIIEHOM, HOPMAaTHBHOM, TeXHUYECKOM H

SKCIUIYAaTAllMOHHONW JTOKYMEHTAUMEH, ONpeAcIAolei TpeOOBaHUS U MOPSIOK
00paboTKH KOHPHUACHITNAILHON HH(M)OPMAaIHH.

[{enpro 00yuYeHHs! COTPYIHUKOB SABIISECTCS, CHIDKEHUE MOTEPh (MaTepHaIbHBIX,
(prHaHCOBBIX, yIIepO penyTallMy X T.J.) OT yIpo3, CBA3aHHBIX ¢ HE3HAHHEM HIIH
HEMIOHNMaHIeM OCHOBHEIX ITOJIOKEHUM 3aKkoHoAaTenbcTBa Poccuiickoi Penepanu
B oOjlacT obOecrieueHHss WH(OPMAIIMOHHOW 0e30MacHOCTH M IIPaBHII 110 3all[UTe
MHOOPMAaLHH.

3aaun  IIOBBILIEHHUS  OCBEAOMIIEHHOCTH  COTPYAHUKOB B  BOIpOCax
MH(OPMAILIIOHHON 0€30I11aCHOCTH:

1) mHPOpMHpPOBaHHE COTPYAHUKOB O CYILIECTBYIOUIUX yrpo3ax H Ipodiemax
WHGOOPMAIIMOHHOM  0e30MacHOCTH,  KOTOpBIE  MOTYT  BO3HUKHYTH  IIpH

aBTOMAaTH3UpOBaHHOH 00padoTke HH(pOpMaLy, OOHOBIICHUE UX TEOPETUUECKUX U
IPaKTHYECKHUX 3HAHUM B 00j1acTH oOecreyeHus NH(POPMAIMOHHOM 0€30I1aCHOCTH,

2) J[OBeleHHE J0 COTPYJHUKOB OCHOBHBIX IIOJIOKEHWM, OTpaHUYEHUU U
TpeOOBaHUI  CYHICCTBYIONIMX HOPMATUBHBIX JOKYMEHTOB, IIPUHATBIX B
AJMUHHUCTpAIIUX TOpPOJaa;

3) BBIpabOTKAa Y COTPYJHMKOB YMEHHUS OLIEHMBATH BO3MOXKHBIE IOCIENCTBUS
CBOMX JedcTBUM (a€KBaTHO OLIEHMBAaTh CBS3aHHbBIE C HUMHU  PUCKHU
HH(MOPMAIIMOHHONH 0€30TTaCHOCTH );

4) BpIpabOTKa y COTPYJHHUKOB MPHUBBIUEK, CIOCOOCTBYIOIIMX IOALEPIKAHHUIO
BBEICOKOI'O YPOBHS MH(POPMaMOHHON 0€3011aCHOCTH;

5) BbIPaOOTKA y COTPYAHHUKOB AIMUHHCTPALMM IOpoja yMEHHH (HaBHIKOB)
MPaBHJILHO K OIEPAaTMBHO JIEUCTBOBAThH IIPH BO3HUMKHOBEHUH HHIHJCHTOB
MH(POPMAIIMOHHON 0€30MaCHOCTH;

6) mOoBelEeHHE [0 COTPYIAHHKOB HX O0s3aHHOCTENM B O0JACTH OOECIIEYCHUS
MHGOPMAILIMOHHOM O€30IMaCHOCTY U CTEIIEHU UX OTBETCTBEHHOCTH B CITy4ae yTeUKH
KoHGbHIeHIINATIbHOU HH(OPMAalINH,

7) oueHka 3GdEKTUBHOCTH, Pa3BUTHE M COBEPIICHCTBOBAHWUE MPOBOAUMBIX
MEPOIIPUATHH 110 HHPOPMAIIMOHHON 0€30IIaCHOCTH B LIEIOM.

®opMBI M METOABI TOBBIIIEHUS OCBEIOMICHHOCTH COTPYIHHKOB B o0J1acTH
HH(pOPMalIMOHHON 0€30IaCcHOCTH:

a) HHCTPYKTaX IIpH IIpreMe Ha padoTy;

6) noBhILIEHHE KBaTH(pHUKaUuy (KypChl, CEMUHAPBI, TPCHUHIH),



B) JUCTAaHIIUOHHOE O0yUYEHHE;

) MHCTPYKTAXU U 3a4eThl IO IOJIOKEHHIM 3aKOHOIATENbCTBA POCCHICKOM

Oenepaumu B obnactu  oOecriedeHUss WHPOPMALMOHHON Oe30MacHOCTH M
[ lonuTuku.

16. KOHTpPOADb coCcTOSAHUS HH(POPMANHOHHON 6€30MACHOCTH

KOHTpoIb COCTOSAHMS HH(OPMALMOHHOW O€30IMaCHOCTH OCYILECTBISETCS C
IIEJIBI0 CBOCBPEMEHHOI'O BBIABJICHUS U MPEIOTBPAIIEHUS YTEUKH MHGOPMAIIUU 10
TEXHUYECKUM KaHajaMm, 3a CUET HECAaHKIMOHUPOBAHHOTO JIOCTYIA K HEl, a TaKKe
NpeaynpeXIeHusT BO3MOXHBIX CHEIUATbHBIX BO3IEWCTBUN, HAIIPABJICHHBIX Ha
YHUUTOXEHME HH(MOPMAIMH, pa3pylICHUE CPeACTB HH(MOPMaTH3aLHH.

OcHOBHas 3aJadya KOHTPOJISA 3aKJI0YaeTCs B MOJYUEHUH OOBEKTUBHEIX OIEHOK
TeKYIIEro COCTOSAHHMS oOecIiedeHUsI HHQPOPMAIMOHHON Oe30MacHOCTH, OIIEHKA
3()(EKTUBHOCTH IIPUMEHSIEMEIX MEP U TEXHHYECKHX PEUICHHH IId 00ecIIeUeHHs
HH(POPMALIUOHHOM  0€30MacHOCTH, OKa3aHMe METOAUYECKOM IIOMOIM  TIO
oOecrieueHUI0 3alUThl MH(pOpPMAIIMK, OpraHu3anus padoThl II0 00ecHeUEeHUIO
UH(MOPMALIMOHHOU 0€30MaCHOCTH.

KOoHTpOIIbE MOXKET IIPOBOJUTHCS KaK CEKTOPOM MHGMOPMaLMOHHONM 0€301acHOCTH
yOpaBJICHUS HHQOPMAIIMOHHBIX TEXHOJOTMH W TEJICKOMMYHHUKALlMM, TaK M
MPUBJIEKAEMBIMH JJISI DTOU LIEJIM OpraHu3allMsIMU, UMEIOIIMMHM JIHUIIEH3HUI0 Ha 3TOT
BAN JOedTelbHOCTH. OrieHka 3S(PQPEeKTHBHOCTH Mep 3alllMThl HHOOPMAIUU
IIPOBOJUTCS C HCIIOJB30BAHUEM TEXHUUYECKUX U IIPOrPaMMHBIX CPEACTB KOHTPOJIS
Ha IIpeIMeT COOTBETCTBHS YCTAHOBIICHHBIM TPEOOBaHUSIM.



